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If you do not already have an Activation code (license key), you may purchase these at a discount
from Aussie PC Fix or contact us, or buy online at full price from https://estore.kaspersky.com.au

While using your computer after KIS is installed, you may sometimes see alerts for programs asking
for Internet or Operation privileges. Most Windows firewall programs have a similar alert system.

A green/blue alert will be displayed if a new or unknown program wants to access the Internet.

Click on Allow if you trust this program and want to let it access the Internet. You can also tick the
box at the bottom to enable Always apply for this application which lets KIS remember this setting

Kaspersky

Internet Security 2009

Prompt for privileges

Restricted' is trying to establish connection to the
address included into group public network,

@ CLOCKTRAYSKINS.EXE belonging to group Low

Object:
sending UDP packet to remote computer k. #§. 197.32,
remote port: 123

< Allow (recommended)
Access to group public networks will be allowed

= Block
Action will be blocked

% Create a rule
Create a detailed rule
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If you do not know the application (in this example it was called CLOCKTRAYSKINS.EXE) then
you should Block the program to deny it access to the Internet.

This is recommended just in case the application is a new virus or other malware which has slipped
passed the antivirus, but usually require Internet access to work or at least propagate.

If you are unsure on what to answer, you should usually Block the program (without ticking Always
apply at the bottom).

For example, you block Windows Media Player from accessing the Internet because you’re not sure
why it needs it, but then find you cannot download the track names for CDs as it uses a database from
the Internet. In this case you should restart Windows Media Player and then allow it access.

The other type of privilege an application may ask for is to perform an operation. These are
gold/yellow colour and are usually triggered by programs that act suspiciously on other files or
applications, especially if they are located in certain special Windows folders.

Many of these alerts are from legitimate programs that just act suspiciously or need access to certain
system areas, but you should always only Allow access if you trust the program asking for privileges.

Selecting Interactive mode instead of Automatic mode during the final setup stages in
Step 3 (page 1) will cause many more of these types of alerts.
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trying to obtain low level disk access file, This trusted
application is possibly used by a restricted application
to perform a privileged operation.

@ Diskeeper Service belonging to group Trusted' iz

File:
\Device\HarddiskVolume 1

Application origin:
Started Windows NT Session Manager > Windows NT Logon
Application > Services and Controller app

2 Allow

The action will be allowed

2 Block (recommended)
Action will be blocked
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Application Rules — Advanced Usage

If you open KIS (click on the [B& near your clock!) and click on System Security, then
Application Filtering > Settings you will see the saved rule settings for each application

F_] Kaspersky Internet Security 2009
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@ Protection

Anti-Malware

Your computer security is at risk

System Security

Manitors activity of all applications and processes on your computer

Online Security

" Application Filtering Settings
Content Filtering Access rights for applications: @
- to computer resources: Default rules
- to devices: Default rules Metwork
- to runtime environment: Default rules Manitor
Q Scan + Firewall
Full Scan Mode of operation; Default rules @
Metwork packets: Settings
Quick Scan )
" Proactive Defense Security Analyzer
Detection methods: 7 (8 total)

—
Scanned, KB/sec. Period: 1 minute(s)

E 1 . o -
E.,t' License B Incoming traffic @ Outgoing traffic

(e =]

Help | Support Detected

Below we can see the result of a Block on the CLOCKTRAYSKINS.EXE application when we were
asked if it could access the Internet (Public Networks) AND Always apply for this application was
also ticked. This block resulted in a red cross in the relevant column.

A yellow exclamation mark (1) means you will be asked each time (no setting yet saved), while a
green tick (v') means access will always be allowed.

Finally, the triangle shape (4) means there are mixed responses in that column category. In the
picture below you can see that the Networks category has been expanded (by clicking the plus), but
e.g. Operating System is still compressed.

KIS also groups applications according to their trust level, e.g. Low Restricted or Trusted.
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FJ Rules settings
Kaspersky
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| Applications |Resources | MNetwork packets | Metworks

MNetwarks =] 3]
Applications Operating system Confidential data Rights
Trusted networks Local networks Public networks

[+ [ HAGEL TECHNOLOGIES
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El| Windows NT Logon Applic... L L
[®% windows Logon UI
FlashFolder Service
[®[ Windows Explarer
B MMM.EXE
@ CloneCD Tray
Windows® installer
B] LOGOMSTUDIO.EXE
# CTF Loader
¥ TaskswitchxP Pro 2.0
tﬂ Taskbar Shuffle

“e HDDHEALTH.EXE
:'ﬂ Thumbnail preview images. ..
'y Paint
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Compressing the Networks subcategories by clicking on the minus (-) changes the relevant
CLOCKTRAYSKINS.EXE column back to mixed (4) since Trusted and Local networks settings
have not been saved yet, but the application has been denied Public network access.
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This has been a quick overview of Kaspersky Internet Security 2009.

This document will be updated in the near future!

Did you miss Step 1, Step 2, or Step 3?

Reliable Canberra Computer Repairs,
Support & PC Services for Canberra
Home Users and Small Business

E}:’Sggs call i on

Visit us at www.aussiepcfix.com Buy KIS from us today and save 20% !



http://www.aussiepcfix.com/canberrasoftware/KIS2009-Step1-Installing-Kaspersky-Internet-Security-2009.pdf
http://www.aussiepcfix.com/canberrasoftware/KIS2009-Step2-Activating-KIS-2009-Free-Demo-or-License.pdf
http://www.aussiepcfix.com/canberrasoftware/KIS2009-Step3-Final-Installation-KIS-2009.pdf
http://www.aussiepcfix.com/canberracomputerservices/computer-services-canberra-pc-list.html
http://www.aussiepcfix.com/canberracomputerservices/computer-services-canberra-pc-list.html
http://www.aussiepcfix.com/canberracomputerservices/computer-services-canberra-pc-list.html
http://www.aussiepcfix.com/canberracomputer/contact-canberra-pc-support.html
http://www.aussiepcfix.com/canberracomputer/contact-canberra-pc-support.html
http://www.aussiepcfix.com

